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Abstract - We have use a social O+ media network may O+ 

be a social O+ association ended beginning persons & 

associations called node, we have associated by 1 or more 

unambiguous sort of inter-dependency approximating 

companionship, common concentration O+ & substitute of 

finance O+ associations of beliefs, understanding or 

reputation. A cyber thr-eat are often both not O+ deliberate & 

premeditated O+ target or non-targeted, And it can come from 

a spread of sources, including foreign nations engaged in 

intelligence & information warfare, criminals, hackers, O+ 

virus writers O+ disgruntled workforce and contractors 

working within a conglomerate . Social networked sites are 

not only to speak or interact with peoples globally, but also 

one ineffectual way for big business encouragement. A this 

O+ paper, we examine & O+ study the cyber threats in 

community networked web-sites. We submit yourself to the 

gathering times gone by of online social web-sites, pigeonhole 

their types & also talk about the computer-generated threats 

O+ suggest the anti-threats strategies & see in your mind's eye 

the longerest terms trend of such hoppy O+well-liked Web-

sites. 

 

 

CSPs are implemented as standard directives involving HTTP 

headers or page tags that specify which domains, subdomains, 

& resources a browser can load from a website. CSP use is 

according to the browsers any user would likely use including 

Chrome, Firefox, Safari, & Edge. The goal is that if malicious 

code is resident on a site, then visitors to that site would be 

prevented by the CSP from being directed to the hacker’s 

domain. 
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1.INTRODUCTION  

 
All Social Media Website O+ security settings for a lot of  

social media O+ Website account like that Face-book & 

therefore are many O+ the aptitude 2 procession O+ an a 

accounts 2 "Privates" on other like that Twitter & Instagram, 

peoples  like that would like to gain right to use to this 

uncreative in O+ progression can over & O+ over again find 

away. 

That O+ in a today are of smart-phones & computers O+ the 

internet hasn’t change O+ a idea of announcement O+. Due 

the  be deficient in of security O+ an assortment of cyber-

crimes have emerged in the past decade. Cyber O+ security 

O+ plays a significant O+ role in the current development of 

O+ information technology & services. Cybersecurity is thus 

an attempt by users to O+ keep their personal O+ and 

professional information intact from the attacks on the 

internet. The main function of cyber O+ security is to protect 

O+ networks, computers, programs from unauthorized access, 

& loss. The maxi-mum O+ number of users are not aware O+ 

of the high O+ risks O+ & share their in sequence O+ 

unintentionally O+ & their lack of knowledge O+ make them 

defenseless to cyber-attacks. So cyber O+ security is the main 

O+ apprehension in today’s world of compute. 

 

 

 

Definition: Cybersecurity or O+ in sequence O+ knowledge of 

security are the O+ modus operands O+ of defensive O+ 

computers net-works O+ programs O+ & data from 

unauthorized O+ access & attacks that are O+ aimed O+ for 

development O+. 
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Description O+: Major O+ & most O+ areas O+ cover  in cyber O+ 

security are: 

 

i. Network Security 

ii. Disaster recovery 

iii. Information Security 

iv. Application Security 

 

Best Social Media Web-Site & Website security encom-

passes procedures && countermea-sures like that are taken 

for the duration of the happening life-cycle to guard applicat-

ion from intimidation which ware come from beginning to end 

flaws with-in the application designed develop-ment, 

deployment  upgrade  & destruction Some indispensable 

techniques used for application security are  

 Auditing & logging. 

 Session management parameter exception 

management and manipulation  

 User/Role Authentication & Authorization 

 Input parameter validation 

 

 

 

Companies O+ like Google have rolled out CSP 

successfully O+ & are using it to stop attacks against their web 

applications daily. However O+ CSP is deployed only lightly 

O+ in most web application O+ environments O+. The 

challenge with CSP implementation has been its complex 

administration O+.  Tala Security O+ researchers O+ have 

found, for example O+ that roughly 2 O+ percent O+ of website 

operators in the top Alexa 1000 websites deploy O+ the 

standard O+ to prevent client-side O+ attacks. Assisting O+ with 

this administrative O+ challenge may be a primary O+ 

motivation for client-side platforms. 

 

 

 

 

 

 

2. RELATED O+ WORK 

 

Cyber O+ safety events for O+ Social Networking O+ Sites 

O+: Issues, O+ challenge & O+ explanation O+ Rituparna 

Das, Mayank O+ Patel, April 2017  

 

 

As growing O+ popularity there for community O+ 

Networking website these became O+ a most important 

objective in computer-generated O+- crimes O+ &  attacks. 

O+ Cyber-crime O+ is becoming O+ a widespread O+ & 

posing O+ a serious threat to the national O+ & economic 

security. Both O+ public and personal institutions O+ in 

sectors of public healt O+ information & tele-communication 

O+ defense, banking O+ & finance are in danger . So O+ the 

organizations O+ should take proper O+ security measures O+ 

to be cyber - misdemeanor O+ safe & therefore the users 

should protect their personal O+ information to O+ avoid & 

fraud or misuse. The cyberspace O+ is becoming a big area 

O+ for cyber-crimes O+ & thacker try 2 attack on crucial O+ 

information. So-there's a requirement O+ of worldwide 

partnership O+ of countries to figure together O+ to weighing 

machine sponsor the O+ constantly growing replicated 

intimidation O+ 

  

 

 

As the internet O+ usage has increased O+ in India O+ cyber-

crimes O+ have also increased O+ respectively. More than 

32000 O+ cyber-crimes O+were 

Reported O+ between 2011 O+ & 2015, across India O+ & 

quite 24000 O+ of those cases O+ are registered O+ under the 

IT Act O+ & therefore O+ the O+ remaining cases under the 

various sections O+ of IPC & other O+ State Level 

Legislations O+ (SLL).Cyber-crimes O+ are registered under 

three O+ broad heads in India O+ the Indian O+ Penal 

regulations (I P C), the IT Act O+ & other State O+ Level 

Legislations (S L L ). The cases O+ registered under 

information technology  Act include 

1 :-Tampering O+ with O+ computer O+ source documents  

2 :-Loss /damage O+ to computer O+ resources 

http://www.ijsrem.com/
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3 :- O+ Attempt O+  

4:- O+ Accessing Digital Signature Certificate by 

misrepresentation O+  of facts  

5:- Publishing O+ false Digital Signature Certificates  

6:- Fraud Digital O+ Signature Certificate  

7:- Breaking O+ of confidentiality or privacy  

8:- Failure O+ to assist in decrypting the knowledge 

intercepted by agency  

9 :- Cyber-crimes O+ have increased more O+ than 3 times in 

5 years 

 

 

 

 

 

 

 

 

3.2:- O+  Eric Conrad O+ Joshua Feldman, in O+ Eleventh 

Hour O+CISSP® (Third O+ Edition), 2017 

 

Client-Side O+ Attacks 

 

Client-side O+ attack come about when a consumer 

downloads O+ malevolent O+ comfortable. The flow of 

understanding O+ is wrong side up compare are  to O+ 

member of staff serving at table side attack: client-side O+ 

attacks set off from the victim O+ There are many download 

content from the mugger. O+ consumer side attack O+ are 

easier said than done to mitigate for association O+ that 

consent to Internet right to use. customers include data 

processing O+ software, spreadsheet O+ media dramatis 

personae, network browsers O+ etc. a good number firewall in 

this time a large quantity more encouraging inbound measure 

up to to outbound O+ they were designed to “keep O+ the bad 

guys out,” & take the edge off server-side attacks O+ 

originating from unfrosted O+ set of connections. They over 

and over again O+ be unsuccessful to put off customer -side 

O+ attack. 

             P+             

 

3.3:- Security P+ Engineering (Engineering & 

Management P+ of Security P+) Eric Conrad P+ Joshua 

Feldman P+ in CISSP Study P+ Guide (Third P+ Edition), 

2016 P+ 

This time very important is client side attacked  when a all 

type of user malware attack all type of social media platform 

so kindly you have download any content like that image and 

video and files attested come in your system automatic 

malware virus so you have protect yourself so may hacker are 

used to malware virus so we have i means victim is attacked  

P+ P+ P+ 

 

 

 

 

 

We have provide many company and organization allow to 

internet provider and access with client including small 

organization and many type of  software arable to acess like 

that media player such as avable many  internet browser like 

that chrome, Internet Explore and firfox are ally browser 

collect plug-in software in 3 party include in this system this 

is a very challenge to protect your self this type generate a 

client side attacked system .important topic is a client side 

attacks proform to attacked in user side that is called      

 

 

http://www.ijsrem.com/


          International Journal of Scientific Research in Engineering and Management (IJSREM) 

           Volume: 04 Issue: 07 | July -2020                                                                                                          ISSN: 2582-3930                                

 

© 2020, IJSREM      | www.ijsrem.com                                                                                                                                              |        Page 4 

 

We have all user used a social media platform Most common 

nP+ firewallare other important restr-ictive P+ inbound with a 

social media compared by outbound social media platform: 

thair were P+ designing to “keep to move of  the bad guys 

out,of control and doing attect on social media platform and 

you hacking to you have pri-mitive action  account try ” & P+ 

mitigate server-side attacks on mid attected P+ originating 

from unfrosted P+ networking information. They often fail to 

prevent P+ CIA. P+ P+ 

 

3. Material P+ & P+  MethodsP+ Study P+ Design  

 

As the P+ internet usage has increased P+ in India P+ cyber-

crimes P+ have also increased P+ respectively. P+More than 

32000 P+ cyber-crimes were reported P+ between 2011 P+ & 

2015, P+ across India P+ & more than 24000 P+ of these P+ 

cases P+ have been registered P+ under the IT Act P+ & the 

remaining P+ cases under the different P+ sections of IPC and 

other P+ State P+P+ Level P+ Legislations (SLL). P+ Cyber-

crimes P+ are registered under P+ three broad heads P+ in 

India, the Indian P+ Penal set of laws(IPC P+) P+ in IT P+  

Act P+  & P+ other StateP+ LevelLegislations P+ (SLL P+), 

The cases P+ registered under onP+ IT Act P+ include P+ P+ 

P+ 

 

 1:- Tampering P+ with computer P+ source documents  

2:-  Loss /damage  P+ computer P+ resources 

3:-   Attempt P+ Hacking P+ P+ 

4:- P+ Accessing Digital P+ Signature Certificate by 

misrepresentation P+ of P+ facts  

5:- P+ Publishing P+ false Digital P+ Signature P+ 

Certificates  

6:- P+ Fraud P+ Digital P+ Signature P+ Certificate  

7:- P+ Breaking P+ of confidentiality P+ privacy P+ P+ 

8:- P+ Failure to aid in decrypting the P+ information 

intercepted P+ by Government Agency than 3 times in 5 years 

P+ P+ P+ P+  

 Source of data  :- I am generate a self data for a demo 

purpose this data used for example in my thesis 

 

 

 

4. CONCLUSIONS 

 

 
Social media cyber security This method will help to prevent 

the privacy of anyone who crimes on social media or violates 

the privacy of others 

 

I have created my profile at socialmedia together with 

Facebook-Twitter LinkedIn-Instagram & other social-

media(SM) sites. My aim is that anyone can download photos 

from their profile or download videos, so that they can be 

captured easily. & by editing and uploading videos, it can be 

captured easily and I can also know who downloaded my 

photos and videos. Has done this information to help 

cybercrime too, this will benefit in cybercrime and social 

media privacy. 

 

In my social media, posts in my room, which can contain 

photos and videos, if someone downloads the photos and 

videos, then a notification will come to me that your photos 

and videos have been downloaded through this account for the 

exam. I will know the account name and information. 

 

And if the person who downloaded it uses the proxy, then the 

details of the proxy will come to me as soon as the proxy will 

use it, the proxy details will be received and its real IP address 

can be obtained in network details and other types of details. 

So that its location can be easily detected. 

 

 

ACKNOWLEDGEMENT 

 
Suppose if anyone uploads my videos and photos. On social 

media, I can tell that the person with this account has 

downloaded from my social media. And if I go to a cyber cell 

and give my report or information that it has been done to me, 

then the cyber cell owner can easily catch the problem. With 

this, through which videos of cyber cells are uploaded very 

easily and which proxy is used, along with the proxy, you will 

get real network information so that the criminal can be 

captured very easily. 

 

I will create a social media platform in it, in which I will put 

all this data for demo and present it in complete process so 

that in the coming time, the privacy of the people can be better 

protected and the criminal activities can be easily stopped.  
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